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1 Introduction

ARCON Privilege Access Management (PAM) solution is a high level access security solution for managing
privilege accounts in an enterprise. It is frequently used as an Information Security and Governance tool to help
companies prevent data breaches through the use of privileged accounts and meets compliance regulations.

Privileged Access Management involves managing privileged individual identities, their authentication,
authorization, and privileges/permissions within or across systems and enterprise boundaries with the goal of
increasing security and productivity while optimizing the downtime, repetitive tasks & the cost.

It explains step-by-step instructions to help you install ARCON PAM on Redhat.

1.1 Pre-requisites

e [nstall Microsoft Visual C++ 2015 Redistributable (x64) on 64 bit Application Server.
e [nstall Microsoft Visual C++ 2015 Redistributable (x86) on 32 bit Application Server.

1.2 Supported OS

e Redhat 7.5 64 bit

1.3 Installation Procedure

/\ Theinstallation process shall start with Root User.

1. Open Terminal
2. Change Directory

& Change the Directory path, where arconofflineinstaller-1.0-1.el7.x86_64.rpm package is
downloaded.

. Execute command sudo rpm -ivh arconofflineinstaller-1.0-1.el7.x86_64.rpm.
. Click Enter.

. Enter your system password.

. Click Enter.

oUW

arcon@localhost:~/Documents - o 4

File Edit View Search Terminal Help

[arcon@localhost Documents]$ EEEIEENERCIIIISSUHCIICIa N T T
[sudo] password for arcon:
Preparing. .. SHHHHHEHHEHEHEHH . [100%]
Pre install script execute succesfully............
Updating / installing...

l:arconofflineinstaller-1.0-1.el7 ###4dEEHHHHRHHEHHEEHHHHH [100%]
Created symlink from /etc/systemd/system/default.target.wants/screengrab.service to /etc/systemd/system/screengrab.s
ervice.
Post install script execute succesfully............
[arcon@localhost Documents]$ l

/\ Once ARCON PAM installation is successful, restart the system. You can now start using
ARCON PAM application.
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1.4 Configuration Procedure

The configuration steps followed to access ARCON PAM are as follows:

1. Click onthe Application menu and search for the required application e.g. ARCON PAM.

Applications FI13

Favorites A ARCON PAM
Accessories

Calculator
Documentation
Internet Clocks
Bl Files
Sound & Video
Sundry B Text Editor
System Tools ‘ Weather
Utilities
Other

2. Double click on ARCON PAM application. The Configuration URL pop up screen is displayed.

@ Applications  Places  ARCON PAM Fri 16:4*

ARCON PAM

View Edit

Configuration URL

Please enter URL

3. Enter the URL in the Configuration URL textfield.
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M Applications  Places ~ ARCON PAM Fri 16:2 "

ARCON PAM

View Edit

Configuration URL

hitps2/10.10.0.1:48502]

4. Click OK. The ARCON PAM Login screenis displayed.

& Applications  Places  ARCON PAM Filedz & 4 O JJ°

ARCON PAM - 8 x

View  Edit

Aarcon

Privileged Access Management

arcosadmin § 3

ARCOSAUTH -

®

Copyright @ ARCON 2019. Al rights reserved

5. The ARCON PAM login screen contains the following fields:
Field Name Description
| Username . Enter the username.
: Password Enter the password.

Domain Select the domain from the drop down list.

6. Enter the credentials in the above fields and click the @
button, viewed in the application. The ARCON PAM Home screen is displayed.
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I ® Applications  Places  ARCON PAM Frile:dz & ) O W~
ARCON PAM - L] x
View Edit
o
My Access ~ Manager  Reports  Dashboard  About S A (2 Arcosadmin
My Services Q, Quick Search
Q
LOB Service Type IP Address / Host Name
A,
W DEFAULT LOB 1 v --Select-- v n All Services My Favourite
. Filter ~ Show 5 + entries Search:
Ee
Service Type Host Name Host IP Username Domain Instance Exception Details Description 2 Desc IF
= No data available in table
® Showing 0 to 0 of 0 entries Previous = Next

“ >
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